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Bringing Clarity to HIPAA Compliance

Is Your 3rd Party SRA Preparing You
for HIPAA Audits?

11 Essential Items They Need to Provide
00

What happens if they aren’t:

Recently, this health organization agreed to pay $1.3
million to settle Office for Civil Rights (OCR)
investigations after multiple security incidents.
Investigations had revealed “systemic, noncompliance
with the HIPAA Rules,” including failure to conduct a
complete Security Risk Analysis to determine risks
and vulnerabilities to ePHI across the organization.
The fine came with a three-year corrective action plan,
beginning with a thorough SRA and the development
of a risk management plan. Would you face increased
penalties due to unpreparedness?

Failure to Complete a
Security Risk Analysis

Read On for Your Audit-Ready Checklist /‘


http://medcurity.com/
https://www.hhs.gov/about/news/2023/09/11/hhs-office-civil-rights-settles-with-la-care-health-plan-potential-hipaa-security-rule-violations.html
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Bringing Clarity to HIPAA Compliance

How You Can Tell if You're Prepared
for a HIPAA Breach

Below are eleven things the government may ask you for. Run through this
list as a quick way to assess if your IT vendor or consultant Security Risk
Analysis will defend your organization:

QIANAIAIQ

Most recent enterprise-wide Security Risk Analysis
(and sometimes the scheduled date of the next SRA)

Risk management plan in effect - your response
to and actions taken on the SRA results

Details of policies and procedures in place: to prevent, detect and
report malicious software; and to implement mechanisms to record
and examine system activity, including audit log and access review

Security event response and reporting policy
and procedure (was the procedure followed)

Full copy of the report/incident
response documentation

“Medcurity has been a great
partner/services investment for FBH. The
utility of what is provided is beneficial for our
understanding and policy development.”

Frontier Behavioral Health
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Evidence of implemented procedures to create
and maintain retrievable exact copies of ePHI

Policies and procedures for
encrypting and decrypting ePHI

Policies and procedures
dictating access provision

Documentation demonstrating implementation of hardware/
software/procedures to review activity in systems containing PHI

Policies and procedures to protect ePHI
from improper alteration or destruction

Documentation on training "We are thankful for Medcurity's platform and
program for employees services. They have a robust team of
knowledgeable professionals that took the
time to walk us through a comprehensive and
educational Security Risk Analysis. As a FQHC,
it's incredibly important for us to find vendors
to partner with that have an understanding
of what we do and why we serve."

JoAnne Zitting, Director of Quality and Compliance
Creek Valley Health

The best way to simplify compliance and meet SRA requirements:

Get the Medcurity Security

Risk Analysis Demo



http://medcurity.com/
https://medcurity.com/demo
https://medcurity.com/demo
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Bringing Clarity to HIPAA Compliance Powered by

Al

HIPAA Security Risk Analysis

With Medcurity Policy Module
00

<~/} Guided Questions With Definitions and Examples Dashboard

S—
Company Name Goes Here v

<~/) Online Action Item Tracking Dashboard
<~/) Final Report With Prioritized Next Steps
<~/} Privacy Safeguards and NIST References

<~/) Multiple Users and Devices

Agsessment Sections

BRAND NEW: Al-Powered PolicyScan

Audit-proof your data with Al precision.
Medcurity's latest update sets a new standard.

Experience a Better Approach

to Your SRA and Policies

Proven Policies ] ‘ ‘

Generated for You “Medcurity has quickly become a trusted
partner in ensuring our organization is
compliant with our regulations, applying best

practices and ensuring the best outcome for
Intuitive SRA and O—_>D all of our patients with our Security Risk
Policy Integration Assessment. Joe and his team are top notch

and support our rural communities with

technical assistance with real time
feedback. Thank you Medcurity!”

)) Update Alert System
for Peace of Mind Desiree Sweeney, Chief Executive Officer
NEW Health
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